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Abstract

In high-speed and broadband networks, attacks of hackers and viruses often cause serious network
security evens. Thus, network monitoring is one important task in network management. It’s a challenge to
provide exact and efficient network monitoring services in high-speed transport networks. Based on the
campus network, we propose a multi-level campus network monitoring system. From the low layer, the
functions can be divided into three levels, such that network device monitoring, network-flow monitoring
and network-application monitoring. The network device monitoring provides the operation information
about network devices and links. The network-flow monitoring traces TCP/UDP connections of each host.
The network-application monitoring provides a MSN application monitoring, which traces the status and
communication of each MSN user. The monitoring results can help network managers to perform network
main maintenance, network resource planning and network security management.

Keywords: network monitoring, network-flow monitoring, network application monitoring
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